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Rest API

= RestAPI&I&

REST. 9 7%#4>5 [REpresentional State Transfer] & 14,
TRIECLSFERASNTWSIRBIET—FTIF v TT,

F<HLNTWESSA VU E—ry FTOMILEFERT S,
A—H—TLUFY—HAVE—T1—RT7—FT I F ¥ TT,
T — A {&% [T Hyper Text Transfer Protocol (HTTP) TiThhET,
APl & (&, Application Programming Interface

(7T r—2avrRgd5309408—7x2—R) OBETT,
BEMYE, avToynRicxRL.
JavaScript7 A4 5 2 45§35 (JSON : JavaScript Object Notation) KD

ATV FPERUAETIRIEINET,
Bl Z £, {"serial":"12345678"}HE ) FILBEEDA T Y +TY,

RESTORY S5 I 4594 23— x—2AR | Phoenix Contact
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Rest API

= Rest AP1 %4} L TPC,PLCHRH T f B 73 #l| 1

WLAN 10008 & 12000(%. PCXOPLCA S RESTAPIZA L T
BEICEHRELEZYETHICHEZITO CENTEET,

LEA-ST. EHOWLANES 2 —I)LE1D2DAT Y RTT LKL
ECHRTETHCENTEET,

512, BlIAIE, EES EITWIANA—H—IZEH LWO—MEEY D
WLAN/ AR T — R Z#E|Y HTAH=HIZ, a>rO—5FMHLT
Y RNI—OEEIRIEBEINET S ENTEET,
i, EEEINE-EEWANASIRT—RKZFEALTHEET 3¢
FaAaTA4VRIIZRHT BTN EY ) a—avtiEYEd,

WLAN 1000 & WLAN 2000 | Phoenix Contact
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Rest API

= Rest APIZ 4 L TPC,PLC#RH T ff5 B 73 4l 1)

Web APIZ R TEAEMEETHNIX
WLAND X TE DERAIAH . EZTIAADAEETT,

AKEH TIIPythonZ B WV =HITHATW=LFET,

X Python|Z TWeb APIZ{ERT 5 1=6HIC
NE Ny r—THDrequestsED 1 —IL %
AR =L HBELHY FT,

AEH TIEPythonZT X AIRIEZZLICRIET S EHD TIX
ZTWVEEA,

PCOEF 1Y) T4 0OERICE YRestAPIIZ 7V R TE
BWMBERESTNWET DT, ERDIRBIZEHOET
RELZEEERLTLLIESLY,

4 Rest API WLAN configuration

m{ERIZH>TILI-R
‘wlan_restAPl_get_sample.py
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Rest API

= WLAN®DRest APIY—=/NIC7ItERX93

PCEWLANZHEIROLANT —J ) TIEHLE T,
IS99 %S,
MREXRTUTOIV RMETLUET,

e - - ” @& 169.254.2.1/api/s
<Device IP_address>/api/vl < O m (6 1

1
“169.254.2.1/api/v1”

XWLAND T imH farbE D
#HEAIP7RLA: “169.254.2.1”

PCOXYRNI—I7 RLUZABEWLANERIURY NI =97 R
LRICLTLEE L
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Rest API

= WLAN®DRest APIY—=/NIC7ItERX93

AioEmICBITLED.
(ARERITIEIRest APIEEELETD)

TR OB R REINEIZE(EWLANISRES
NEI1I-9ZENRD—-RE A DUTZEWN

ZOHA MIPIRATBICET A LT EEW

http://169.254.2.1 TRESNBELTUET
Lo PADEREREETEEUEEA

et | | WLAND T 5 fa7hF
; I1—Y%&:admin
l.'ll'zl._j_?-..' }\OZU_ F:private

LG L Fotll

6 Rest API WLAN configuration

Rest APIEELD

@ Swagger /api/static/v1/swagger.json

PxC-Rest-Api®=

Servers

{protocol}:/api/vl

Computed URL:  http:fapi/vl

Server variables

wlan

network

time synchronization
nat

system

service

port configuration
events

file-transfer

o0@L
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Rest APIEELD

/api/static/v1/swagger.json

PxC-Rest-Api®=

Rest API

= WLAN®DRest APIY—=/NIC7ItERX93

COEELD., get(—FEUS) P
post(7—ANEZHAR)ZITIEN TEET,

Computed URL:  http:/api/vl

FlcrequestFDUrBEFRRSNTLEIDT, s (]
EIREETOT I LNST —ADGHESHEIEET | >
a_o wian

network >
time synchronization >
nat >
system >
service #
port configuration >
events >
file-transfer >
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Rest API

= WLANDAZRZESSTFEIBEICAD

IS ORI ZFHE.

MRETUTOIN REETUET, C @ [ 169.254.2.1|

“<Device IP_address>”

151
“169.254.2.1”

XWLAN®D TimH farbE D
#HEAIP7RLA: “169.254.2.1”

PCOXYRNI—I7 RUZABEWLANERIURY NI =97 R
LRICLTLEE L
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WBMEIE LD

& C M A v1UTEEGL | 169.254.21
ReSt AP I mm WLAN-82593b

al ¥ B [ ‘

= WLANODZRAEEGTFBIMEI(CAD

AEROEHCBITLET, | )
(RERITEWBMEIEELET) C rwawno | Passwor: (7|

Username: (7) (| ]

| ] Show cleartext passphrase

- Information

Help & Documentation

Device Status
Local Diagnostic

WLAN @Ii%ﬂjﬁﬂ% Alarm & Events

Caonnections

Username:admln II_r;t;ﬁaceStalus
Password:private
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Rest API
= WebHY—/{ELOWLANDS EZEE

Bl Z (Rest APIEIHI(CT
network > GET
/network/[interface _id]
IEIRIR,

“Try it out”ZiBIRLET

Response bodyOAREMRENET

Rest APIEELD

network

| GET /netwurk

/network

[ GET /network/[interfaceiid]

Parameters

Request URL

http://169.254.2.1/api /v1 /net vork.”!
Server response

Code

200
tindocumented

@OIP Address Assignment  mesmm [(EE

Network

@IP Address @

B3 Network Mask
M roma |

+Information

~Configuration

My Profie

User Management
uick Setup

System

Network

WLAN Sefiing

Senvice

Mullicast Fillering

Security

iagnostics

11 Rest API WLAN configuration i

1P Address Assgnment (?) BOOTP

@ IPAddress (7) 1692542 1
e ?) (25525500
Default 7

WLAN Inferface Hostname (7)

® d

TOEATBHGEEIEI L oDurlEBa THERLEY,
f5l: PythonD 15 &
requests.get(url="http://169.254.2.1/api/vi/network/1

Details

Response body

“content”: {
“interface_id": I,
“ip_assiznment”: “bootp”,
“ip_address”: "169.254.2.17,
“network_mask™: 7255.255.0.07.
“defaull_galeway” %
“management_vlan”: 1,
“ip_paraneter_state”™ "not modified”,
"ip_paraneter_apply”: "disabled”

Download

1)
"error”: []
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Rest API

= WLANODOSEIEHZIOJSATEE IS

B> IWELT
AMTIEEOBIRICOVWTEVELEYD,

@IP Address Assignment

@IP Address
@ Network Mask

12 Rest API WLAN configuration

WBMEIE LD

[ IEMNILX
:1,:‘;*_;'_‘!

@

| FL WLAN 1100 |

+ Information

- Configuration
My Profie
User Management
Quick Sefup
System
Network
WLAN Setting
WLAN Interface
Semvice
Muiticast Filtering
Security

+ Diagnostics

Name resolufion (?)  Enable v

Hostname (7} \WLAN-32593b

e g€ CGJ
Network
IP Address Assignment (7) BOOTP o
IP Address (7) 1682542 1 @
Network Mask (%) 25525500 @
Default Galeway (?) 0.0.0.0
DNS Server 1 (7) 0000
DNS Server 2 (7) 0.0.0.0
Management VLAN (7) | q b
. Hostname Configuration

[ Apply

||_Reved |[ Apply&Save |

0@
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Rest API

= WLANODOSEIEHZIOJSATEE IS

B> IWELT
AMTIEEOBIRICOVWTEVELEYD,

@Country
®WLAN band
®Channel
@Output power

13 Rest API WLAN configuration

WBMEIE LD

[RIEoRAS

| WLAN-82593b

‘ FL WLAN 1100

+ Information

- Configuration
My Profile
User Management
Quick Setup
System
Network
WLAN Setting
WLAN Interface
Service
Muiticast Filtering
Security

+ Diagnostics

Hello admin
WLAN Setting
Country (regulatory domain) (?) Germany v @
Activate WLAN interface (?) Enable
Outdoor mede (?) [ Enable
Aggregation mode (7?) Enazble
WLANband (?) 2 4GHz (80211 g/n) v @
Channel (7) g v @
Output power (?)  5dBm ol @

Channel bandwidth (802.11n) (?) @ 20MHz O 40MHz

Copyright™ by Phosnix Contact GmbHACo KG and
Other

Apply

|| Revert || Apply&Save

0@
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Rest API

= WLANOEREIEB%#J0J5ALATEETS

B> IWELT
AMTIEEOBIRICOVWTEVELEYD,

®Operating Mode
©@Security mode
@Passkey

14 Rest API WLAN configuration

WBMEIE LD

[RESRTAS

FL WLAN 1100

+ Information

- Configuration
My Profile
User Management
Quick Setup
System
Network
WLAN Setting
WLAN Interface
Service
Muiticast Filtering
Security

+ Diagnostics

Copyright” by Phosnix Contact GmbHECa KG and
Other

| WLAN-82593b 1] }
Hello admin | & @ E:. ‘

[ want [+

(Cseune | () (mmae)

PortID (7) 101
Operating Mode (7)  Client(MCB) v
Roaming (?) Enable v
Network SSID (?) PhoenixContact

(
(

Security mode (?) WPA2 PSK_AES ~
(

Passkey (?) »

[ Show cleartext passphrase

@©

Apply || Revert || Apply&Save |
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wlan_restAPl_get_sample.py

Rest API

= Python(:J:éHy?%U-\/j)lljDO5A(1/4) ip_address =

username

1,2: requests, jsontE>1—)lOimport password

4-6: WLANISGERESNTULBIpaddress U 1—H%&, /IZT—-R
X (LHtfEaR E($169.254.2.1, admin, private) f*http://{ip_address}/api/v1/wlan

9: BSUIZL\T —9DURLY RLAZ AT :
12: GETAVWRICEBAPINOBEIWEDEEF—HATF response = requests.get(url=url, auth=(username, password))
json_data = response.json()

13: AFURLARI AT —5%ISONTA—Y MZE

19: AFURISONT —9%ZT+ANIr(IINEEHU .;' f response atus_code == 200:

print(json_data)
ith open(“reading data”, "w") as
json.dump(json _data, f)

print(f"IT > —H'R response.status code}")
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Rest API

= PythonlC&BEUST> TN TOT 5 L(1/4)

B AT 35 ATEEUZISONT —4

{"content™: {"port_id": 101,
"profile_id™: 1,

"ssid": "PhoenixContact",
“authentication": "wpa2-psk”, (9
"encryption: "aes",
"preshared_key": "2bchanged",
"eap_mode": "peap"”,
"eap_identity": "pxc_user",
"eap_phase2_auth": "mschapv2",
"eap_password": "2bchanged”,
"eap_clientcert_preshared_key": "2bchanged”,
"eap_pairwise_mode": "ccmp”,
"apply_configuration_state": "ok",
"apply_configuration": "disabled"},
"error": []}

16 Rest API WLAN configuration

WBMigE LD
REoNTAS

WLAN-82593b
Hello admin

\V@ E‘

WLAN Interface

FL WLAN 1100

+ Information

- Configuration
My Profile
User Management
Quick Setup
System
Network
WLAN Setting
WLAN Interface
Service
Muiticast Filtering
Security

+ Diagnostics

Ea

[ Setting ” Scan H Roaming List
Port ID (?) 101

Operating Mode (7)  Client(MCB) v

Roaming (?) Enable v

Network SSID (?) PhoenixContact
Security mode (7) WPA2 PSK AES v

Passkey (7) sssseraee

@©

[ Show cleartext passphrase

Copyright™ by Phoenix Contact GmbHECo KG and
Oxhar

@Security mode
@Passkey

Apply || Revert || Apply&Save |
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Rest AP
= PythonlC&BEUST>TIVIOT S5 L(2/4)

27: BABLIEVWT—5DURLY RL A% A
30: GETAVYRICEBAPINOBEIWVEDEET—IATFE
31: AFURLVARS AT —4%ISONTA—Y MZEH

37: AFURISONT —9%2TFART7AINAZEZTHL

17 Rest API WLAN configuration

wlan_restAPl_get_sample.py

{ip address}/api,

response = requests.get(url=url, auth=(username, password))

json_data = response.json()

1T response

print(json_data)
with open(“reading data
json.dump(json_data,

print (" TS5 —H'E4

1 >

f)

a") as

[response.status_co

QO@[

de}l”)
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Rest API

= Python(CLBEUSH> T TOT 5L (2/4)
mAJO0J 5 ATEUSUIZISONT —4

{"content™: {""id": 1,
"port_id": 101,

"state": "ready",
"enable_state": "enabled",
"operating_mode": "mcb",
"port_forwarding": "enabled",
"wds_aging_time": "60 sec",

"802.11_mode": "gn"
"channel": 6
"bandwidth™: "20 MHz",
"max_clients": 10,
"channel_scanlist": "all",

®

"tx_power_conf": "5 dBm", @
"apply_configuration": "disabled"}, "error": []}

18 Rest API WLAN configuration

WBMEIE LD

moonm

o/

FL WLAN 1100

+ Information

- Configuration
My Profile
User Management
Quick Setup
System
Network
WLAN Setting
WLAN Interface
Service
Multicast Filtering
Security

+ Diagnostics

Copyright® by Priosrix Contact GmbHECo KB 3nd
Oches

'WLAN-82593b
Hello admin

\V@

WLAN Interface

G |

s

[ Setting ” Sean ][ Roaming List

Operating Mode (7]

Network SSID (?,

Security mode (

)

)
Roaming (?) | Enable

)

™

)

Passkey (7,

PortID (?) 101

Client(MCB)

IR

FL WLAN 1100

+ Information

- Configuration
My Profile
User Management
Quick Setup
System
Network
'WLAN Setting
WLAN Interface
Service
Multicast Filtering
Security

+ Diagnostics

Copyright® by Phosix Contact GenbHACo K5 and
Other

PhoenixContact

®Operating Mode

:

v

WPA2_PSK_AES v

[ Show cleartext passphrase

WLAN-82593b
Hello admin

\V@

WLAN Setting

Country (regulatory domain) (?) Germany
Activate WLAN interface (?) Enable
Outdoor mede (?) (] Enable

Aggregation mode (?) B Enable

WLAN band (

Chanrnel (?) g

Output power (?) 5dBm

®Channel

2.4GHz (80211 g/n)

Channel bandwidth (802.11n) (?) @ 20MHz O 40MHz

®WLAN band

.®
"®
@

@Output power

Apply

|| Revert || Apply&Save




Rest AP
= PythonlC&BEUST> TN TOT 5 L(3/4)

44: BZUIEV\T—HDURLY RLURAZ AT

47: GETAVYRICEBAPINOBVEDEET —IAF
48: AFUILVARY AT —HZISONTA—YY MZEHE
54: AFURISONT —9%TFARNTPAINESHU

19 Rest API WLAN configuration

wlan_restAPl_get_sample.py

'{ip _address}/api

requests.get(url=url, auth=(username, password))

= response.json()

f response.status_code == 200:

print( "% )
print(json_data)
h open(”reading data”, "a") arc
json.dump(json data, f)

{response.status_code}”)
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Rest API

= Python(C&BEUSY > TV IO 5 A(3/4)
mATJ0J S ATEYSUZISONT —4

{"content": {"global_activation": "enabled",
"outdoor_mode": "disabled",
"country”: "Germany",
"management_access": "enabled",
"wifi_individual": "enabled",
"ptcp_lldp_filter": "enabled",
"cyclic_rssi_tracking": "disabled",
"radio™: [{"id": 1,
"aggregation_mode": "enabled",
"antenna_mask": 3}],
"apply_configuration_state": "ok",
"apply_configuration": "disabled"},
"error": [}
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WBMEIE LD

[RIEoRAS

‘ FL WLAN 1100

+ Information

- Configuration
My Profile
User Management
Quick Setup
System
Network
WLAN Setting
WLAN Interface
Service
Muiticast Filtering
Security

+ Diagnostics

WLAN-82593b
Hello admin N @ E ‘
WLAN Setting
——
Country (regulatory domain) (7?) Germany v (: )

Activate WLAN interface (?) B Enable
Outdoor mode (?) [J Enable
Aggregation mode (7?) Enazble

WLANband (7) ' 2 4GHz (802 11 g/n) v

Channel (7) g v

Output power (?)  5dBm v

Channel bandwidth (802.11n) (?) @ 20MHz O 40MHz

@Country

Copyright™ by Phosnix Contact GmbHECo K and
Other

Apply

|| Revert || Apply&Save
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Rest AP | wlan_restAPl_get_sample.py

= PythonlC&BEUST> TN TOT 5 L(4/4)

response = requests.get(url=url, auth=(username, password))
61: BUELIZWLWT—ADURLY RLA%Z A T] json_data = response.json()

64: GETAVYYRICEBAPINORBIWVEDBET—IATF

65: AFUELARY ZF—52ISONTA—Ty MEH PES““”E‘E.‘.?,EE?“,E—CD]dE == 200
print("ixEAML: ")
71: AFUIZISONT —3Z2TFANTPAINAEEHL print(json_data)

vith open( reading data™, "a")

json.dump(json_data, f)

print(f" TS5 —0'&S
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Rest API

= Python@%ﬁ C:\Users\Phoenix\Documents>python wlan_restAPI_get_sample.py

WindowsDIB &IV RO T eRT0.
YERUTepythonT7 A VORI AILA (TAL I NN EILE T o

> python wlan_restAPl_get sample.py S
* =ATito

Lled'
_cury': ! 2! "medium_utilization' LR ) : 'Be: . 'sch_mode’ :
'hardware_i 1, 'network_id': 1

'outdoor_mo
nelt
ed',

onfiguration_stat

'default_gatewa

[1}
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Rest API WEMIBIEIED
[LEoNTAC

WLAN-82533b [
Hello admin | (7 @ E‘ ‘

= Python(C&BESY> TIVITTOT 5 1(4/4) 6 —
m A0S A THUEUIZISONT —4 . e p—

| FL WLAN 1100 | Network Mask (7) (255 255 0.0

WO

Default Gateway (7) 0000

{"content™: {"interface_id": 1, + Information DNS Server 1 (7) 0000

n; H n, n n - Configuration 2

ip_assignment": "bootp", @ T DNS Server2 (7) 0.0.0.0

"ip_address™ "169.254.2.1", (2 Ui e o T =

"network_mask": "255.255.0.0", @ System ‘Hostname Configuration
n ., on n Nehvosk 3 Name resolufion (?) Enable w

default_gateway": "0.0.0.0", WA o _
"management_vlan": 1, sevee e (T ANz
"ip_parameter_state": "not modified", Securty _
"ip_parameter_apply": "disabled"}, * Dingroatis @®IP Address Assignment

"error": [[} @IP Address
®Network Mask

[ Apply ][ Reverit |[ Apply&Save |
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