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Iy MY FrYINII7ICLDEtherNet/IP)Ny PODTEER
Ny Ry TF YT NI 7(Wireshark)[CT/Ny Mv T FvE1TVET

274E) WEE) (v ¥rIFRQ AR ) ) W Y-ID AVIH)
dDﬂ@IHI@‘{¢*¢§?¥QlI | R S
M tco.port ==44818 or udp.port == 2222 - + EtherNet/l P}\b_y l\ﬁgnﬁﬁﬁ (Lj'{}bg %i L_F_ljgfg_

No. * Time Source Destination Protocol Length Info ; v th.pOI’t —— 4481 8 or udp.port ::2222

217 36.974251 192.168.1. 192.168.1.88 TCP 74 33089 » 44818 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=1864923776 TSecr
218 36.974251 .168.1.88 192.168.1.10 TCP. 60 44818 ~ 33089 [SYN, ACK] Seq=8 Ack=1 Win=2920 Len=0 MSS=1460

219 36.976510 .168.1. 192.168.1. 60 33089 -+ 44818 [ACK] Seq=1 Ack=1 Win=6424@ Len=0 X _ESROR—-MESTTY MOFERHI T ERSSIITEREEDEtherNetIP
82 Register Session (Req), Session: @x@0000000 BER-PESICEDEBTETELTEEZW

82 Register Session (Rsp), Session: ©x01030000

220 36.983116 S o 192.168.1.
221 36.983116 . i 192.168.1.
222 36.984532 . 7 I 192.168.1.
223 37.002647 . 1. 192.168.1.

60 33889 » 44818 [ACK] Seq=29 Ack=29 Win=64212 Len=0

1
1
1
1 40@ Connection Manager - Forward Open
224 37.004636 .168.1. 192.168.1. 164 Success: Connection Manager - Forward Open EtherNet/IP 1:::73\‘6&43179&_(0)}\&‘/ Fb‘fEn,b\T“éi?
225 37.007071 .168.1. 192.168.1. 270 Connection: ID=@x32CFCAFC, SEQ=0000000001, T->0
226 37.013129 .168.1. 192.168.1. 60 33089 -+ 44818 [ACK] Seq=375 Ack=139 Win=64102 Len=e@ .
227 37.014776 .168.1. 192.168.1. 86 Connection: ID=0xBO691546, SEQ=0000000001, O->T Connection Manager = Forword Open
228 37.087593 .168.1. 192.168.1. 276 Connection: ID=0x32CFCAFC, SEQ=0000000002, T->0 ?
1 86 Connection: ID=0xB@691546, SEQ=0000000002, 0->T Success: Connection Manager — Forward Open

1 270 Connection: ID=0x32CFCAFC, SEQ=0000000003, T->0

1 86 Connection: ID= 1546, SEQ 3, 0->T

1

270 Connection: ID=0x32CFCAFC, SEQ=0000000004, T->0 ([CCI/OBIERBEIEsthEN I ERNFE T,

>

Frame 217: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{FA7@6B61-D7EC-45C9-83FD-DC32720FBBDC}, id @ a8 74 1d 26 4a c8 ag 74
Ethernet II, Src: PhoenixConta_Oc:d3:d6 (a8:74:1d:@c:d3:d6), Dst: PhoenixConta_26:4a:c8 (a8:74:1d:26:4a:c8) 20 3c 4a 99 40 00 3f 06

Internet Protocol Version 4, Src: 192.168.1.10, Dst: 192.168.1.88 o1 58 81 41 af 12 74 bf o \} = N\
Transmission Control Protocol, Src Port: 33083, Dst Port: 44818, Seq: ©, Len: @ fa fe 57 d8 @@ ee 02 04 © (—Bbb bEtherNeUlP@,—JHﬂ 1':'7_ 90)}\7—‘J l\h

7a 80 00 00 00 00 01 03 @ D'b‘(‘\gig—

229 37.090537 . 1. 192.168.1.
231 37.167232 . 1. 192.168.1.
232 37.169426 . ade 192.168.1.
233 37.248172 . 1. 192.168.1.

192.168.1.10 192.168.1.88
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A tcp.port == 44818 or udp.port ==2222

No. Time Source Destination Protocol Length Info

JEFELFERDET,

192.168.1.10 EtherNet/IP:&E 192.168.1.88

B — < -
<%

a: —

’;
-/l

20 0.640133 .168.1. 192.168.1. CIP I/0 86 Connection: ID=0xB4CC8352, SEQ=00@0021172 ‘,,

21 0.718861 192.168.1. CIP I/O 270 Connection: ID=Bx3C4AE77C, SEQ=0000021173 " (3 %% .

22 0.720786 192.168.1.88 CIP I/0 86 Connection: ID=0xB4CC8352, SEQ=0000021173 “ ‘ {

23 0.798769 192.168.1.10 CIP I/O 270 Connection: ID=0X3C4AE77C, SEQ=0000021174 =

24 ©.800266 192.168.1.88 CIP I/0 86 Connection: ID=0xB4CC8352, SEQ=0000021174 =2h
9.87868 68,1 88 92.168.1.10 CIP I/0 27e Connection: ID=0x3C4AE77C, SEQ=0000021175 - W

26 ©.958633 .168.1. 192.168.1.10 CIP I/0 270 Connection: ID=@x3C4AE77C, SEQ=0000021176 - Z:‘:-‘-;j- 797’9—

27 1.038913 192.168.1.88 192.168.1.10 CIP I/0 270 Connection: ID=0x3C4AE77C, SEQ=0000021177

28 1.118639 192.168.1.88 192.168.1.10 CIP I/O 270 Connection: ID=@x3C4AE77C, SEQ=0000021178

29 1.198858 192.168.1.88 192.168.1.10 CIP I/O 270 Connection: ID=@x3C4AE77C, SEQ=0000021179

30 1.278630 192.168.1.88 192.168.1.10 CIP I/0 270 Connection: ID=0x3C4AE77C, SEQ=0000021180 |

31 1.358857 192.168.1.88 192.168.1.10 CIP I/O 270 Connection: ID=0x3C4AE77C, SEQ=0000021181 — 0

32 1.438937 192.168.1.88 192.168.1.10 CIP I/O 270 Connection: ID=@x3C4AE77C, SEQ=0000021182 i_C(JﬂE.%(gX:FT’Tt 979 |—_|j:_C’ a ﬁ{éb\

33 1.518840 192.168.1.88 192.168.1.10 CIP I/0 270 Connection: ID=@x3C4AE77C, SEQ=0000021183

34 1.598889 192.168.1.88 192.168.1.10 CIP I/O 270 Connection: ID=@x3C4AE77C, SEQ=0000021184 1—;1’);‘(1‘({,&@“0

35 1.678776 192.168.1. 192.168.1. CIP I/O 270 Connection: ID=0x3C4AE77C, SEQ=0000021185

»

Frame 1: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface \Device\NPF_{FA706B61-D7EC-45C9-83FD-DC32720FBBDC}, id © a8 74 1d 26 4a c3 a8 74
Ethernet II, Src: PhoenixConta_Oc:d3:d6 (a8:74:1d:@c:d3:d6), Dst: PhoenixConta_26:4a:c8 (a8:74:1d:26:4a:¢8) 20 48 4a 1d 40 @@ 3f 11
Internet Protocol Version 4, Src: 192.168.1.10, Dst: 192.168.1.88 ©1 58 ©8 ae @8 ae 20 34
User Datagram Protocol, Src Port: 2222, Dst Port: 2222 52 83 cc b4 ac 52 @0 @0
EtherNet/IP (Industrial Protocol) ©0 00 90 60 ©0 ee o0 °0
Common Industrial Protocol, I/0 ©0 00 00 00 @0 ee

-BTERDYRAE T DEAF1T(192.168.1.10)1H D)y b
BEBZ TPA TH—18)(192.168.1.88)D) 7y FOAHHIESN
*9,

EIRUIEIBAF3AT1( FEOEtherNet/IPBSHEYI OGN T
Ny SOREUVBENBRINED.
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HHEDNREUEIZSSDNTYNMOWVWT - 75T 9-DI5E-
EtherNet/IPDO 74 J9—AIICTRHENFREEUIZBE D)UY MDA X—J(F AT ERDF T,

I74E) WEE) TRY BWHG FvIFvQ 2HQ) 8

ADAO mRARR R e>®WF 2 192.168.110  EtherNetipiEfE
N tcp.port == 44818 or udp.port ==2222 X > R —
No. Time Source Destination Protocol Length Info

T 4
Aﬂ!&@ﬂﬁﬁé;u N g ’
46 1.522175 86 Connection: ID=0xB4CC8354, SEQ=2000001645

47 1.600192 276 Connection: ID=@x6BC7E16, SEQ=0000001646 & : lv/

48 1.602248 86 Connection: ID=@xB4CC8354, SEQ=0000001646 y — “ %"

49 1.680354 270 Connection: ID=@x6BOC7E16, SEQ 1647 ‘" = ‘, 7
86 Connection: ID=@xB4CC8354, SEQ=0000001647 \/ L
270 Connection: ID=@x6BOC7E16, SEQ=0000001648

50 1.682250
86 Connect::Lon: ID=0xB4CC8354, SEQ=0000001648 X:F‘Vj_ * 79“709
s

192.168.1.88

51 1.760544
52 1.762198
55 1.840560
56 1.842261

.1
.8
.1
.8
.1
.8
i {
.8
1

SOwomouomo

CCFCEIERICAFvIETH TR L T BISEEN,
ﬁbﬂtb\i?o

Frame 1: 270 bytes on wire (2160 bits), 270 bytes captured (2160 bits) on interface \Device\NPF_{FA7@6B61-D7EC-45C9-83FD-DC32720FBBDC}, id © a8 74 1d oc d3 d6 a8 74
Ethernet II, Src: PhoenixConta_26:4a:c8 (a8:74:1d:26:4a:¢8), Dst: PhoenixConta_@c:d3:d6 (a8:74:1d:0c:d3:d6) 01 00 90 20 22 0 40 11
Internet Protocol Version 4, Src: 192.168.1.88, Dst: 192.168.1.10@ 01 @a 08 ae 08 ae 00 ec

Etherket/Ip (Industrdad protocol) o 53 05 <3 65 G 63 99 6o -WRNRAE S 54745 T4 —(192.168.1.88)1HD) Uy b
EE RS ﬂ@ztxqtvﬂﬁlmgz 168.1.10)(HEFHEROTCP
Iy MEIEDFE T, (BIEHHEZ LR VVEH IR EHEDIRL
£9)

EBIRUIEB A F3ZAT714 FEOEtherNet/IPBSHEYI OGN T
)y A LBENBRINET,
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HHRDNFELE LSS D)oY MOWT —EB{EEEREL-

EtherNet/IPOXAFvHAlICCGEERTEZ —SRLEX LIS E D\ MDA X—

I74ME) WEE)

dADdeo mREB@

A tcp.port == 44818 or udp.port ==2222 BE3 - +

No. Time Source
428 36.739773 192.168.1.10

Destination Protocol | Length Info
192.168.1.88 TCP 74 41453 » 44818 [SYN] Seq=0@ Win=64240 Len=0 MSS=1460 SACK_PERM TSval=1425133701 TSecr=0 W:

429 36.740019 : 8 192.168.1.18 P 60 44818 -~ 41453 [SYN, ACK] Seq=@ Ack=1 Win=2920 Len=@ MSS=1460@
430 36.741875 192. .1.10 192.168.1.88 TCP 60 41453 » 44818 [ACK] Seg=1 Ack=1 Win=64240 Len=0

431 36.748247 192.168.1.10 192.168.1.88 ENIP 82 Register Session (Reg), Session: @x20000000

432 36.748777 192.168.1.88 192.168.1.10 ENIP 82 Register Session (Rsp), Session: ©x@1030000

433 36.750061 192.168.1.10 192.168.1.88 TCP 60 41453 » 44818 [ACK] Seq=29 Ack=29 Win=64212 Len=@

434 36.765457 192.168.1.1@ 192.168.1.88 CIP CM 400 Connection Manager - Forward Open

435 36.766739 192.168.1.88 192.168.1.10 CIP CM 108 Path segment error: Connection Manager - Forward Open

436 36.767980 192.168.1.10 192.168.1.88 TCP 60 41453 + 44818 [ACK] Seq=375 Ack=83 Win=64158 Len=0

449 38.374598 192.168.1.10 192.168.1.88 TCP 74 36459 -+ 44818 [SYN] Seq=0 Win=64240 Len=@ MSS=146@ SACK_PERM_TSval=1425135337 TSecr=0
450 38.374848 1192.168.1.88 192.168.1.10 TCP 60 44818 » 36459 [SYN, ACK] Seq=0 Ack=1 Win=292@ Len=8 MSS=1460
451 38.37580@ 192.168.1.10 192.168.1.88 TCP 60 36459 » 44818 [ACK] Seq=1 Ack=1 Win=64240 Len=90

452 38.376321 192.168.1.10 192.168.1.88 ENIP 82 Register Session (Reg), Session: ©x@00000¢0

453 38.377007 192.168.1.88 192.168.1.10 ENIP 82 Register Session (Rsp), Session: 8x8203ee01

454 38.377935 192.168.1.10 192.168.1.88 TCP 60 36459 » 44818 [ACK] Seq=29 Ack=29 Win=64212 Len=@

455 38.382320 192.168.1.10 192.168.1.88 CIP CM 400 Connection Manager - Forward Open

< >

» Frame 428: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{FA7@6B61-D7EC-45C9-83FD-DC32720FBBDC}, id @ a8 74 1d 26 4a c8 a8 74
» Ethernet II, Src: PhoenixConta_Oc:d3:d6 (a8:74:1d:@c:d3:d6), Dst: PhoenixConta_26:4a:c8 (a8:74:1d:26:4a:c8) 0@ 3c 84 1b 40 00 3f @6
» Internet Protocol Version 4, Src: 192.168.1.10, Dst: 192.168.1.88 81 58 al ed af 12 1@ 55

Ml Transmission Control Protocol, Src Port: 41453, Dst Port: 44818, Seq: @, Len: © fa fo 82 23 00 0 02 o4

do 85 20 20 00 0 el e3
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